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Abstract
Electronic transactions have become the norm for the modern world. Development 
of new digi¬tal technologies are transforming business paradigms and creating new 
opportunities for Internet based trading. New developments in autonomic systems 
are already replacing roles previously played by humans in trading activities such 
as product identification, negotiation and decision making. In addition to creating 
new possibilities for electronic trading, new challenges related to digital security 
have emerged as well. Shilling is the process through which syndicating individuals 
help other individuals or organizations to sell or promote their goods or services. 
This article eval¬uates the state-of-the-art techniques for detecting and preventing 
shilling in autonomic electronic markets. We further present similarities between 
auction markets and reputation systems in the perspective of shilling attacks. Various 
threats that are usually mounted in electronic bidding and reputation systems are 
presented and possible countermeasures discussed. Effectiveness of shilling detection 
and prevention techniques is analyzed and improvements suggested. 
Categories and Subject Descriptors: D.2.7 [Computer Science]: Expert and 
Intelligent Systems; H.4.0 [Security]: Shilling—Countermeasures; I.7.2 [Electronic 
Markets]: Autonomic General Terms: Auction; Reputation; Shilling; Autonomic 

1.  Introduction 
The Internet has unlocked many possibilities for electronic trading. Trading 
sup¬ported by digital technologies is no-longer a luxury, but a necessity for 
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a modern world. Several developments in information and communications 
technologies have already enabled digitization of several business processes and 
activities. In the trade industry, terms such as electronic-commerce (e-commerce), 
electronic trading (e-trading), e-transactions and e-banking have become part of 
the business lan¬guage. Consequently, we use the term e-markets in this article to 
refer to electronic markets. We have seen considerable growth in e-market numbers 
over the past 20 years. Interactions between trading partners are equally becoming 
more sophisticated. New models of on-line interactions such as social networks, 
modularization and aggregation of services have led to complex forms of interaction 
for an ordinary e-customer. Due to complex requirements of business interactions, a 
large number of e-markets have developed automated services to support users in the 
decision making processes. Development of services such as automated business-to-
business integration in supply chain [Preist et al. 2005], automated price negotiation 
[Badica et al. 2005] and automated trust estimation [Klenk et al. 2007; Squicciarini 
2004] have enabled new possibilities in autonomic e-markets. Several important 
break¬throughs have been achieved in the design and implementation of functional 
and security requirements for autonomic e-markets. In this article, we focus on the 
problem of shilling in on-line auction markets and reputation systems. Although the 
problems discussed here relate directly to other types of auctions such as Vick¬rey, 
Sealed First-Price, and Dutch auction, we focus our discussion on the English auction 
systems in-order to be consistent with the bidding strategy. 

1.1 Auction Markets 
In on-line auction markets, shilling is perpetuated to benefit sellers that wish to arouse 
demand for their products by using accomplices (Shills) to submit strategi¬cally high 
priced bids (shill bids). Sellers collude with Shills in-order to drive-up the final price 
for a targeted product in auction. Such fraudulent actions cause losses to genuine 
buyers, who end-up purchasing items at inflated prices. Auction fraud through 
shilling is a challenge for on-line auctions which has attracted the attention of several 
researchers [Kauman and Wood 2005; Trevathan and Read 2007]. At¬tempts to 
stop colluding bidders are increasingly countered with new sophisticated strategies 
intended to outwit detection and prevention mechanisms. 
Shilling in on-line auction systems such as eBay , eBid and uBid can be achieved 
with little diffculty since users can easily create and assume several new profiles. 
Shilling in auction markets is motivated by valuation perspectives of bid¬ders. As 
indicated by [Kaufman and Wood 2005], most bidders tend to consider high bids 
on items as an indication of their worth. We refer the reader to [Kaufman and Wood 
2005] for a more detailed analysis of how a shill premium bid would lead to an 
inflated final price of an item. 



439

Automation of human activities in auction systems by use of multi-agent sys¬tems[Ma 
and Li 2008; Shih et al. 2005] is now a mature research field which has had numerous 
contributions. Use of multi-agent systems in auctions presents sev¬eral benefits such 
as proactive response to market changes with minimum input from the user and better 
information processing. However, this also creates new possibilities of automating 
shilling activities by some participants. Shills can also use agent systems to pro-
actively learn about market trends and process this infor¬mation more quickly and 
accurately using machine learning techniques. 

1.2 Reputation Systems 
 http://www.ebay.com
 http://www.ebid.net
 http://www.ubid.com

Reputation systems on the other hand are used in e-markets to award scores to vendors 
and products on sale. Feedback and ratings from users and reviewers of products and 
services are collected by a reputation system so that new consumers can use them in 
their decision making processes. These systems help people partic¬ipating in on-line 
trading to assess whom to trust with their money. Additionally, reputation systems 
deter vendors from selling poor products and engaging in unfair business practices. 
As indicated in [Gregg and Scott 2006], on-line auction buy¬ers with knowledge of 
using reputation systems are in better position of avoiding fraudulent auctions than 
those who do not. 

Systems collecting customers’ feedback have existed for several years in on-
line systems such as Amazon . Recently, reputation systems have seen heavy 
deploy¬ment in ubiquitous mobile devices for downloading music, movies, games 
and soft¬ware. Systems such as Apple store , Android store and Nokia application 
store provide mechanisms for users to download music, movies, games and 
applications in an environment which is fully integrated with the computing devices. 
Research developments in the field of agent-mediated e-markets are opening up 
new possi¬bilities for automated trading supported by feedback mechanisms and 
reputation systems for trust estimation [Budalakoti et al. 2007; Huynh et al. 2006; 
Patel et al. 2007]. 
Shilling in reputation systems is carried out to compromise integrity of user feedback 
and reviews. Similar to auction market, information in reputation systems can be 
compromised by users that assume new profiles and post information to positively 
influence a product of an accomplice. In some cases, these entries can be targeted 
towards another vendor with competing products with the intention of negatively 
driving down its value in the market. 
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Similar to automation techniques mentioned in subsection 1.1, shilling in repu¬tation 
systems can become more complicated when adversaries have the ability to shill 
based on automated analysis of reputation data. The rest of the paper is or¬ganized 
as follows; section 2 puts into perspective threats to autonomic e-markets. Section 
3 presents a review of the state-of-the-art in shilling countermeasures in auction 
markets and reputation systems. Analysis summaries are presented in sub¬sections 
3.1.3 and 3.2.3 concerning the reviews. Recommendations and conclusions are 
presented in section 4. 

2.  Threat model 
This section presents a threat model for autonomic e-markets based on the shilling 
threat. We briefly present techniques through which shills achieve their goals. As 
indicated in the introduction section, shills have got a major objective of influencing 
the final selling prices of target items in auctions. While in reputation systems, 
shills may have an objective of increasing ratings of a product in a market for their 
accomplices. Furthermore, shills may also want to negatively impact popularity of 
a competitor’s product by submitting low ratings and negative remarks. We identify 
the attack vectors presented in subsections 2.1, 2.2 and 2.3 below, which can be used 
to achieve shilling in autonomic e-markets. 

2.1 Shill Bids 
Shill bidding involves accomplices of a seller submitting strategically high price 
bids in-order to raise the price of an item in the auction. The success of this technique 
relies on the assumption of bidders seeing a premium (high price) bid on an item, 
which would then imply to them that the item is of high value. Bidders practically 
place high price bids on presumably “high value” goods. Shill bidding is illegal in 
most countries and they are usually carried out by syndicating fraudsters. Colluding 
bidders participate in the bids with the intention of losing. After an item has been 
auctioned, they can then share the revenues above the previously agreed upon value 
price. Such revenues are used to fund their expenses such as auction fees. In case 
Shills win a bid, they would usually put it back for re-auctioning. More details about 
a Shill’s mindset and strategies can be found in [Trevathan and Read 2007]. 

2.2 Sybil Attacks 
Activities of shilling are normally preceded by a Sybil attack. An action by which an 
individual creates and assumes a new profile in-order to hide his or her true identity 
is known as a “sybil attack” [Douceur 2002]. The main objective of Sybil attacks is 
to provide an attacker means of covering up their dubious activities. Pseudo-names 
obtained using Sybil attacks can be used in auction markets by col¬luding with 
participants to submit fraudulent bids. Furthermore, systems without strict identity 
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management can be exploited by vendors to bid on their own products with¬out 
being detected. In reputation systems, adversaries could use newly obtained pseudo-
names to post malicious comments and rating scores for competitors’ prod¬ucts. Such 
pseudo-names could additionally be used to post high rating scores and comments 
by fraudsters for their products and services. 

2.3 Strategic Liars 
Strategic lying is common in on-line transactions supporting reputation systems. 
Even without “Sybil attacks”, participants in on-line transactions can still tell lies 
about competitors’ products or those they subjectively favor. Sometimes negative 
reviews and low rating-scores are posted by individuals based on preconceived 
be¬liefs and ideologies. Strategic lies are common with literature based products 
such as books and newspapers. People differing in political views may strategically 
tell lies and post low score ratings about books with differing opinion. Conversely, 
strategic liars may subjectively overrate products with which they share an opinion. 

3.  Shilling Countermeasures 
This section reviews countermeasures which have been presented in literature to 
mitigate some of the threats identified in section 2. In the review of these schemes, 
we focus our attention on the input parameters to the detection and prevention 
algorithms and underlying assumptions concerning shilling. As opposed to other 
studies which have focused on effectiveness of mathematical models for shilling 
detection and prevention, we focus attention on building blocks for the models and 
how they can be improved with better input parameters and assumptions. 

3.1 Shill Bidding Countermeasures 
This section presents shilling detection mechanism in auction markets. The main 
objective of these techniques is to detect bids which are intended to inflate prices for 
a seller colluding with dummy bidders. Most of the detection techniques suggested 
in reviewed literature have focused on developing and improving algorithms for 
detecting shilling patterns. 

3.1.1 Shill Score and Collusion Graphs:
In [Trevathan and Read 2007], a technique for detecting multiple Shill bidders in an 
auction is presented. The authors defined an algorithm for observing all participants 
in an auction and awarding them a shilling score. The Shill score is then used to 
detect a group of colluding bidders. The algorithm determines shilling based on the 
behavioral ratings listed below: 
  (α) -Percentage of auctions bidder has participated in. 
  (β)-Percentage of bids bidder has made out of all the auctions participated in.
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  (f) -Normalized function based on number of auctions bidder has won out of 
    the auctions participated in. 
  (δ) -Normalized time difference between bids for bidder in auctions. 
  (ε) -Normalized inter bid increment for bidder in auctions. 
  (ζ) -Normalized time bidder commences bidding in an auction. 
Each rating has a score between 0 and 1. The higher the value, the more the bidder 
is suspected of shilling. A Shill Score (SS) is computed using the weighted average 
of these ratings in the equation below:(1)
 
(  is the weighting associated with each rating). The weight¬ing is based on the 
relationship between behavioral ratings itemized above. More details and justification 
on how the authors obtain weighting values can be found in [Trevathan and Read 
2008]. The resultant shilling score from equation 1 is a value between 0 and 10. 
The closer the shill Score (SS) is to 10, the higher the probability that the bidder is 
a shill. However, this shill core is not enough to detect a group of colluding bidders. 
[Trevathan and Read 2007] further presented a collusion graph mechanism for 
detecting groups of colluding bidders. Bidders are represented as graph G =(V, E) 
where V is the set of bidders and E is an edge (representing collusion) between 
two bidders. The goal of the collusion graph is to find a subset of participants in V 
that are most likely to be colluding with each other. Initially, bidders have no edges 
connecting them to each other, so set E would be empty. Given two bidders , that 
participate in the same auction, an edge between them is added to set E based on 
the Shill Score (SS). The weight of the edge  grows bigger as  continue carrying out 
colluding activities. 

3.1.2 Dempster-Shafer Detection Theory: 
[Dong et al. 2009] presented a shilling behavior detection and verification technique 
for real-time auction systems using Dempster-Shafer theory of evidence [Shafer 
1976]. [Dong et al. 2009] proposes a two-step approach as a strategy for accurately 
detecting suspicious shilling behaviors. The first step uses a model-checking 
tech¬nique for detecting shilling behavior. The second step is used to eliminate false 
positives from the first step using the mathematical theory of evidence known as 
Dempster-Shafter (D-S) theory. The output of this two-step process is a shilling score 
which can be used to determine whether a bidder is shilling. We briefly describe the 
model-checking technique and application of the D-S theory. 
The model-checking technique uses a 5 element tuple (<Β, δ, Ρ, θ, >) abstract for 
analyzing shilling behavior of bidders. The elements in a tuple are defined in the 
listing below: 
— Β = {b1,b2, ...,bn} : Set of bidders in an auction. 
—  : This a shilling score function; α(bi) represents a shilling score for each 
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bidder in set B. 
—   : This is a set of shill bidder properties which are used as evidence for 
shilling behavior.
—  : This is a set of thresholds, where is thethreshold for the basic mass 
assignment of evidence i. 
—  : The threshold for the shilling scores of bidders; if a shilling score exceeds 
θ, then the bidder will be marked as a shill. 
A detailed description of Shill bidder properties can be found in [Dong et al. 2009], 
with an elaborate description of shilling strategies. The authors also specify for¬mulas 
for quantifying various shilling properties to obtain values for the model checker 
input. For example, taking a property that “shills win all bids they par¬ticipate in”, 
a formula to obtain a score on this property is defined based on the total number of 
bids a bidder participated in and won. 

Dempster-Shafer Theory:
The detection phase is followed by verification using the Dempster-Shafer (D-S) 
theory. D-S theory is a probabilistic technique which is used to compute a degree of 
certainty (belief) after considering all available evidence. D-S is useful for making 
decisions in situations of uncertainty and incompleteness of information. The main 
objective of using D-S theory in shilling countermeasures is to provide a tool for 
adapting prior knowledge using historical records and new evidence. D-S basic 
concepts: Given a set A =  , the power set (B) of A is considered to contain evidence 
of all possibilities the investigator is looking for. 
Where .The D-S theory of evidence assigns a belief mass (m) to each element of the 
power set (B), defined in the basic belief assignment (BBA) function;  
The BBA has two important properties: 
(1) The belief mass of the empty set is zero : . 
(2) The sum of the remaining masses is one (1): (2)

The mass   represents the proportion of confidence that the investigator has in the 
presence of the item under investigation in set   but without certainty on the particular 
subset. The mass assignments are used to obtain the upper and lower of probability 
for belief and plausibility. 
The Dempster’s rule of combination is used to combine two independent sets of 
mass assignments. The details of its derivations are not discussed here, and can be 
found in [Shafer 1976; Gordon and Shortlife 1984]. The combination rule is used 
to emphasize agreement between multiple sources and ignores conflicting evidence 
through a normalization factor [Gordon and Shortlife 1984]. In this shilling context, 
D-S is used to obtain the “basic mass assignment” value using a set of all possible 
values ({shill, ¬shill}). After obtaining the basic mass, assignments evidence is 
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combined using Dempster’s combination rule to obtain the belief value. The value 
of belief (shilli) is assigned to  as a shilling score to indicate whether bi is a Shill or 
not. 

3.1.3 Analysis Summary:
In subsections 3.1.1 and 3.1.2, we respectively presented “Shill score with collusion 
graphs” and “Dempster-Shafer Theory” techniques for detecting shill bids. The 
“Shill score with collusion graphs” technique is used to derive shill scores and 
col¬lusion graphs by using a weighted function (see equation 1). The weighting 
function also associates a weight with each of the six behavioral activities based 
on an infor¬mal relationship between them. This weighting scheme is explained 
in [Trevathan and Read 2008]. However, this weighting scheme presents the first 
observable weak¬ness in the “Shill score with collusion graphs” technique. Firstly, 
the six behavior characteristics are not exhaustive and are informally linked together. 
It is difcult for example to consistently justify a score such as 4 based on any 
relationship between α and β. Secondly, this scheme does not take into consideration 
areas of doubt by say using probabilistic based estimations. 

The “Dempster-Shafer Theory” technique provides a powerful tool for reasoning 
about uncertainty when evaluating evidence for shill and non-shill bids. However, the 
authors in the evaluated literature [Dong et al. 2009] also present informal properties 
of what constitutes a shill bid. Only obvious properties such as shills posting several 
bids on a single item are considered. Tactful shills would definitely not follow such 
easy to detect habits or patterns. Again this technique (based on Dempster-Shafer 
theory) still falls short on specifications of a shill bid. The design of probabilistic 
techniques used does not take into consideration conflicting attributes in mass sets. 
The model checker presented by [Dong et al. 2009] could be complimented by a 
better weighting function (such as Shill Score (SS)) to take into considering more 
parameters than those currently suggested. 

3.2 Sybil Attacks and Strategic Liars Countermeasures 
Accountability is important for profile reputation building and tracking of malicious 
activities. Sybil attacks greatly compromise the integrity of reputation systems since 
users’ pseudo profiles cannot be linked to their previously recorded activi¬ties. After 
a successful sybil attack, adversaries can disguise their identities while carrying out 
malicious activities. 

All shilling detection and prevention mechanisms discussed in subsection 3.1 rely on 
the assumption that participants have been correctly identified and their activ¬ities 
recorded. This assumption is a requirement for integrity of reputation sup¬ported 



445

systems. However, adversaries will also try to assume new pseudo identities to hide 
their actions and to tell strategic lies. 

A lie in reputation systems is relatively similar to a shill bid in auction markets. They 
are both about incorrect representation of facts intended to arouse demand for a 
product or service. Though lies in reputation systems are meant to distort facts, shill 
bids are used for strictly monetary purposes (gain on the side of accom¬plices for the 
attacker and loss on the side of target). A reputation lie may also result in monetary 
gains, but this is not the only direct benefit it would bring its perpetuators. Some 
lies can be perpetuated for political gains. This subsection discusses techniques for 
detecting and preventing Sybil attacks and strategic liars in reputation systems. Two 
major questions are dealt with here; 
(1) How do you  detect and prevent pseudo identities? (2) How  do you detect and 
prevent strategic lies or liars? 

3.2.1 Profile Clustering:
[Mehta and Nejdl 2009] presented a scheme for separating shilling user profiles 
from normal profiles by exploiting structural similarities of shilling profiles in 
reputation systems. In [Mehta and Nejdl 2009], reputation systems are referred to 
as collabora¬tive filtering systems because their recommendations are based on the 
judgment of a large number of people. Since most recent research on Sybil attacks 
and strategic liars has been based on techniques discussed in this section, we firstly 
present a detailed explanation of building blocks for these countermeasures. 
Attack Strategies: 

Attack strategies in reputation or recommender systems have previously been 
char¬acterized in a formal model by [Mobasher et al. 2006]. The authors distinguished 
between push and nuke attacks. Push attacks are used to promote, while nuke attacks 
are used to demote a target item. Listed below are the reviewed attack strategies: 
(1) Random attacks: This model involves two groups, the target item and a set of 
filler items. Filler items are obtained from results of previous selection methods 
which is based on knowledge about the system. Random attacks are used to rate a 
subset of items randomly, around the overall mean rating of filler items. 
(2) Average attacks: These attacks are similar to random attacks, since they are also 
based on the same groups of items. However, the average attack rates items randomly 
around the mean rating of every item. 

(3) Bandwagon attacks: These attacks are used to rate items based on concrete 
knowledge the attacker has about ratings of specific items in the systems. A group of 
items is selected by the attacker to increase effectiveness with a mini¬mal amount of 
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additional knowledge. The attacker will rate target items based on the overall mean 
of a small number of frequently rated items. 

More detailed information on how attack models vary is presented in [Mobasher et al. 
2006]. The variations develop from parameters or methods used to identify selected 
items, fillers and assignment of ratings to the sets of items and target items. 

Characteristics of shilling attack profiles: 
Shilling detection and prevention techniques rely on specific properties or behavioral 
patterns in submitted data (such as ratings) and profiles activities. We briefly present 
shilling profile characteristics which have been discussed in more detail in [Mehta 
and Nejdl 2009].
(1) Low deviation from mean votes value, but high deviation from the mean for the 
target item. 
(2) High similarity with large numbers of users: Due to voting based on mean values 
discussed above, most shill votes will have a high correlation with most users. 
(3) Shills work together: Depending on the objective of Shills (push or nuke), they 
will always magnify each other’s effect. 
(4) Shills are highly correlated, again because of the same underlying attack model 
used to generate their ratings. This is particularly true for random and average 
attacks. 

Next, we discuss three techniques for detecting shilling profiles using clustering. 
Due to the coordinated nature of shilling profiles, their isolated actions may pass 
undetected. However, when the shilling problem is approached from the concept of 
clusters, then more powerful detection can be done. 

Probabilistic Latent Semantic Analysis: 
Probabilistic Latent Semantic Analysis (PLSA) is used to capture hidden 
depen¬dencies between users and items by using a probabilistic model. [Mehta and 
Nejdl 2009] presented two building blocks for using PLSA in shilling detection; 
(1) Latent variable model which associates a hidden variable with each 
observation. 
(2) The space of observations represented as a co-occurrence matrix ( ). Where   has 
data items   and   users  

The aspect model follows the probabilities below: 
— Select data item y from Y with probability , 
— Select latent factor z with probability , 
— Generate a data item u from U with probability . 



447

To predict a vote for an item by a given user, the conditional probability below is 
defined. 
       (3)
Membership to a distribution in PLSA is not restricted, thus data points can belong 
to many distributions. This results in soft clustering, where data points can belong to 
multiple clusters [Mehta and Nejdl 2009]. 

Principal Component Analysis: 
Principal Component Analysis (PCA) is a linear dimension reduction technique. It 
seeks to reduce the dimensionality of the data by finding a few orthogonal lin¬ear 
combinations (principal components) of the original variables with the largest 
variance. The main advantage of PCA over PLSA is the ability to rank users in a 
cumulative similarity with others. Shills are detected based on the probability that 
suspicious user profiles will occur at the top of the list. PCA based algo¬rithms seek 
to extract such patterns from the correlation matrix of all users. We point the reader 
to section 7 of [Mehta and Nejdl 2009] for a more detailed formal presentation of 
PCA. 

Unsupervised Dimensionality Reduction:
In [Mehta et al. 2007], a robust collaborative filtering technique based on Singular 
Value Decomposition (SVD) was introduced. A technique based on generalized 
Hebbian algorithm [Gorrell 2006] is used to examine large datasets of profiles 
using single observation pairs presented serially. In [Mehta and Nejdl 2009], the 
authors combined PCA and SVD techniques to obtain a robust collaborative filtering 
algo¬rithm. 

3.2.2 Statistical Attack Detection: 
In [Hurley et al. 2009], a Sybil attack is treated as an instance of a statistical de¬tection 
problem in which a decision has to be made from possible statistical models that 
describe a set of observations. [Hurley et al. 2009] argue that it is possible to create 
attacks which cannot be detected by PLSA and PCA based clustering techniques 
(presented in subsection 3.2.1), yet they can be detected by a statistical based 
detector. The authors reviewed attack models in the context of their de¬tectability 
and proposed a Neyman-Pearson based statistical detection technique. A modified 
version of average attacks is used to compare detection abilities of PCA-based 
techniques and Neyman-Pearson detector. We briefly present the building blocks for 
the Neyman-Pearson based detector below. 
Neyman-Pearson Detection Theory: 
The attacker model presented by [Hurley et al. 2009] is based on attack strategies 
discussed in 3.2.1. Again we have a binary classification problem consisting of 
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genuine and attack profiles as output to distinguish between malicious and non-
malicious participants. How are genuine and attack classifications generated for the 
Neyman-Pearson (N-P) detector? This can be done by either; (1) using observations 
on a single profile in a dataset to determine whether it is an attack or not or (2) 
considering groups of profiles when making a classification. Consideration of groups 
is motivated by the idea that shills (attack profiles) in most cases work as a group to 
promote or demote an item [Mehta et al. 2007]. 

Using single profile observations, the input to a feature extraction step is a single 
rating vector , for some user   from the dataset. The feature extraction step would 
then extract a set of features,   from the vector  
The classifier then outputs “attack” or “genuine” from input . In case of groups, the 
input to the classifier would be a set , where m is the total number of groups. 
The classification process: The detection or classification process is a binary 
hypothesis testing problem considering observations from two possible choices 
(de¬noted by H0 and H1). In the scenarios of a shilling problem, H0 would represent 
a “genuine profile” and H1 an “attack profile”. 

The N-Y testing process follows: Given   , where   is a space of all possible profiles, a 
test is performed based on probability distribution function of  under the assumption 
that H0 or H1 is respectively true [Hurley et al. 2009]. 

The space Y can then be partitioned into two regions R0 and R1 such that H0is 
accepted if   and H0 is rejected if  . [Hurley et al. 2009] defined a decision function 
(4)

The decision function above was used to evaluate detection performance of N-P 
theory with obfuscated attacks. It is further stated in section 5 of [Hurley et al. 2009] 
that no formal guiding principles were used to create these new types of attacks, but 
they are considered to be harder to detect than those discussed in subsection 3.2.1. 

3.2.3 Analysis Summary:
In subsections 3.2.1 and 3.2.2, we respectively presented “clustering” and 
“statisti¬cal” based techniques for detecting and preventing Sybil attacks and 
strategic liars. These two recent techniques approach the shilling problem with the 
same assump¬tions concerning the characteristics of the attackers and their shilling 
strategies. 
The statistical based technique went on to further define a fourth type of attack (called 
obfuscated attack) from the three presented in 3.2. The objective was to experiment 
with an attack that is harder to detect than the random, average and bandwagon 
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attacks. However, these attacks are also defined in a fuzzy way. This gives room for 
an attacker to exhibit new characteristics which were not considered in the learning 
model parameters. 

4. Recommendations and Conclusions 
The most powerful shilling countermeasures discussed are based on well-grounded 
machine learning and probabilistic techniques. We thus did not seek to evaluate 
which machine learning technique is more accurate and robust than another, even 
though it would be an interesting investigation. We mainly focused on the building 
blocks for these schemes and focused on identifying weaknesses in their inputs and 
processing procedures. 
We realize that the countermeasures suggested in literature have handled the shilling 
problems in auction markets and reputations systems as if they operate in totally 
separate domains. Countermeasures to shilling threats in auction markets can be 
greatly improved by reputation information. The weighting scheme in sub¬section 
3.1.1 would present better results by attaching a reputation score to the weights in 
the SS function. 

Informal specifications of what constitutes an attack and characteristics of shilling 
profiles strongly undermines consistence and accuracy of shilling detection 
tech¬niques. There is a large perspective of information processing that is not 
considered in either auction or reputation systems. 

In reputation systems, all the approaches reviewed did not try to redesign the nature 
in which scores on items are captured. Currently, collaborative filters are largely 
“democratic” i.e. all contributions from profiles are assigned the same weight so 
long as they are not considered to be malicious. We suggest a weighted scheme for 
collaborative filters that would discourage shilling and strategic liars in reputation 
systems. User ratings should be weighted in such a way that a recommendation 
that comes from a reputable identity which has been in the system for a long time 
is not given the same weight as that of a newly registered profile. This would imply 
that it would take more effort for a newly created shill profile to cause a desired 
effect, since their score would be to make little contribution to the overall rating. 
The “winners’ curse” problem is another indicator that a consumer bought a product 
which has later turned out to be of less value than they thought. Items which get 
inflated in auctions usually have a high chance of having been influenced by a shilling. 
Attaching a “winners’ curse” score to products from vendors would help consumers 
in determining whether to bid on their items or not. Furthermore, when a vendor 
has a high “winners’ curse” score, then they will be forced to behave and price their 
goods rationally. Such scores would be received via a feedback mechanism from 
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consumers. It would however need to be monitored for strategic liars that may be 
working for or against some vendors. Additionally, these scores need to be weighted 
based on previous records or reviews of the consumer. 
Lastly, most informal specifications of characteristics for malicious profiles or shill 
bids need more attention. We observed that most performance comparisons are based 
on inconsistent specifications and thus do not generate results that can be trusted. 
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